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Examples of cognitive warfare from the perspective of Nahj al-Balagha and
strategies to combat it in the age of artificial intelligence

Masoume Rastegar Nasab'

Abstract

Cognitive warfare, as a new form of conflict, has taken on complex dimensions
in the age of artificial intelligence. This research aims to extract cognitive
threatening phenomena from Imam Ali's (AS) speeches in Nahj al-Balagha and
compare them with objective examples of artificial intelligence. Unlike previous
studies that have mainly relied on Western theories, this research uses a
descriptive-analytical method and qualitative content analysis, based on the
authentic version of Nahj al-Balagha, with careful citation. The findings show that
five key phenomena can be identified in the Imam's (AS) speeches: falsification
of facts, systematic doubt-casting, targeted division, destruction of elites (agents),
and creation of social despair. These phenomena have taken on a more complex
form in the present era with the use of technologies such as deepfake, smart bots,
and content recommendation algorithms. Countermeasures derived from Nah;j al-
Balagha, including strengthening insight, collective wisdom, moderation in the
use of digital space, establishing religious and scientific authority, and promoting
a spirit of hope, provide a local and ethical framework for confronting cognitive
threats. These findings can serve as a basis for policymaking in the areas of
cybersecurity, education, and culture

Keywords:

Cognitive warfare, Nahj al-Balagha, artificial intelligence, examples,
countermeasures
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